Hands-On: Performing an IT Audit and Security Baseline

Course Duration: 4 Days

CPE Hours: 32 Hours

Level: Beginner to Intermediate/Group-Live
Prerequisites: None

Advanced Preparation: None

Every week, several major organizations are reporting data breaches. Despite the time and effort completing Sarbanes-Oxley or HIPAA reviews,
overall security has not improved. The IT Audit and Security functions are inundated with regulatory testing to the point where they are unable to
complete the required IT Audit or Security regimens. This includes projects to ensure that the controls are in place to protect confidential
information and to prevent identity theft or the compromise of sensitive financial data. This 4-day, hands-on workshop will teach attendees the
skills needed to perform an IT Audit and Security Baseline. Participants will learn how to identify poorly secured operating systems, databases
and wireless, dial-up and Internet vulnerabilities. Over the course of the 4 days, the participants will complete a series of simulations and
exercises designed to build the knowledge to safely and sanely use available tools. These tools identify critical security issues in the enterprise-
wide network. To assist in the transfer of skills, the workshop instructors are available post-seminar to provide assistance. Participants are
required to have a network-enabled Win2K/XP/Vista laptop with administrative rights to both the operating system and anti-virus software (to
create a directory exempt from anti-virus scanning), an office suite with word processing and spreadsheet capabilities (i.e. MS Word and Excel),
and a CD-ROM drive.

Who Should Attend:

This class is intended for new IT auditors, financial or integrated auditors making the transition to IT auditing, and existing IT auditors who need to
refresh their skills.
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