Control and Security of Linux

Course Duration: 2 Days

CPE Hours: 16 Hours

Level: Intermediate/Group-Live
Prerequisites: None

Advanced Preparation: None

Linux has quickly become a major player in the world of operating systems. Businesses are looking for lower cost alternatives to
Windows and UNIX while meeting the increased demands for accessibility, functionality, scalability and reliability while maintaining
a high level of security. Linux runs on all types of machines from PDA’s to IBM mainframes. This versatile operating system can
be used to host almost any business process from network routing and workstation operations to Internet e-commerce servers, or
even as a firewall. Linux offers a plethora of security features that, when properly adapted and configured, provide the security
needed for both commercial and government requirements. This seminar will provide the participants with a working knowledge
of the controls available in the Linux environment and how to manage and monitor those controls. Each participant will receive a
copy of the Canaudit Linux Audit Script, which is a valuable tool for assessing Linux security. They will also receive a copy of the
Canaudit Linux Audit and Security Guide. This guide contains a full set of the Canaudit Linux Security Risk/Control Tables and
our comprehensive Audit and Security Checklists.

Who Should Attend:

This seminar is intended for IT Security professionals and auditors who will be conducting Linux security reviews. It is also useful
for business managers and entry level system administrators who want to build and maintain secure Linux systems. A basic
understanding and experience with Linux are required.
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